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ABSTRACT 

The Terminodes project i s  designing ii widc-  
area mobi le a d  hoc network wli icl i  i s  meant t o  
l i e  t isccl  i n  ;I p u h l i c  e n v i r o n n i c n t :  i n  o u r  
appro;icli. t h e  network  i s  run by use rs  t h e m -  
sclvcs. We give ;I glolxil description o f  tlic hiriltl- 
i n g  blocks iiscd li!~ the I ias ic  operat ion o f  t he  
network; they ; i l l  rely on various concepts o f  sell'- 
o rga 11 iz;i t io 11.  l io ti t i ng ti s c s  ;I c o  iii b i 11 ;it i o 11 o t 
gcograp t i  y-Ixisccl i 11 to rni a t  ioii a ii d I ocii I MAN ET- 
like protocols. Terminode positioning is  o l i ta inccl  
hy either GPS or ;I rcI:itivc positioning mcthotl .  
Moh i I icy iii:inagciiie n t tiscs se I f-organ izcd vi rt ti ;I I 
regions. Tcrminodcs employ ;I f o i - m  o i  vir t t ia l  
money called nuglets tis i i i i  incentive to coll; iho- 
r;i t c . La s I I y . we tl i sc i i  ss d i r c c t i o n s lo I' irovi cI i n g 
s o m e  lcvcl of' w x r i t y .  

INTRODUCTION 
The Terminodes project i s  ;I long-term rcsciircli 
project (2000-20 IO) aimed at studying and pro- 
totyping large-scale self-org:inized moliilc ; i d  hoc 
networks. In t h i s  framework the nodes arc c;iIIccI 
I C I ' I I  I itr odes ( tc r iii i 11 a I + 11 od c ). TI1 e p ro,j cc t cl i s I i it - 
guishes itsclf from other rcsciircli pro,jccts in t h i s  
;irc;i i n  several ways .  F i r s t .  i t  ci icoii1p;isscs ;ill 
la ye rs ii nd explores i 11 t c rla ye r i n IC ract ions. from 
the fundamentals of the physical I:iycr tip to soft- 
w i r e  ;ircliitccttirc ; i i ic l  applications. Second. i t  i s  
t ree f'rom slio r t - tc  rm coni p a t  ihi I i con  s t  ra i  11 I s 
such iis interoperation with I Pv4 iict\v(irks (wliicli 
\\ill l ic  stiidicd in t l ic pro,icc.t. l ioivcvc~') .  l ~ ; i h t  hut 
not lc;ts[. i [  t r i c \  to c a p t i i r e  tlic I i i i s i i i c b s  : inc l  
s o c i e t a l  p o t c  l i t  i;i I gci ic ra t cd h y  I lie (>;I i-; icI igin 
shift previously clcscrihcd. 

Sclt-org;iiii~;rrioii i s  the kcy\\~ord ot tlic pro,Jcct 
[ I I .  Se I I.-<) rg;i i i  izcd lie two I ks c l  i s t  i n g ~ i  i 4 I1 I Iiciii - 

x l v c h  froin triic1ition;iI i i iol) i lc :id hoc I ictnorks. 
Ii;ised o i i  t l ic tr;iclition:il IiitcI-iIct t \ \ o - l L , \ L , l  I1icl-:ii-- 

cliy i ro i i  t i 11% arch i t  cct ti i-c 121. by c mphiisizi ng t liei I 

self-organizatioii peculiarities [ 3 I: 
Sc I f-organized iic t\voi-ks arc i i o i i - ; i  u t  hority- 
hascd networks: they can act in ; i n  indcpcn- 
d e n t  \+'ay trotii ;in!. provider or c o m m o n  
de no iii i n  ;i 101.. such  a h  I lie I 11 tc i -ne t . 
they still rccltiii-c regulation (self-orgariizatioii). 
Scl I'-org;iiiizccl nct\\ .orks arc potent i;il I! vci-y 
large i ind ii-i-cgulai-ly clistriliutctl. In pi-iiiciplc. 
oiic single iict\vork can covci- tlic ent i re ivoi-Id. 
I l c i i s i t y  is strpposcd to hc w r y  high in si i i ; i I l  
;1I'c;1lr (e.g.. IO\\ 115). and lO\V i n  I;1r-gc ~ l l - c ~ l s .  
Sc1I'-organized networks arc highly coopcra- 
t ivc .  The tasks ; i t  any I;iyer arc distr ibuted 
o v e r  the nodes. and  an!' opera t ion  i s  tlic 
restilt of the cooperation o f  ;I group of tliciii. 

Tc irm i 11 odes CO r i-c s pond to to t ;I I I! se I t-o rga- 
n i z e t l  i i iohi lc ad hoc n e t w o r k s .  In t h i s  k ind  of 
network. t l icrc is  no operator at all: u s e r s  pur- 
ct iasc t l i c i r  cicvice f r o m  21 vcndoi-.  turn i t  on.  
ancl  arc atitom;itically connccted ( a s  i t '  they had 
pu rchasccl wal k ic- t  iil k ies) ,  The re  tore. ;iI I in an- 
age  i i ic  n t f u  iici i ons  ( c o n  figu r a  t i oil. s e  t u p  o t 
secur i ty  i i iccl iai i isnis. resourcc allocii t ion.  etc . )  
Ii;~vc t o  \voi-b \ \ i t h o t i t  a n y  htiiii;i i i i n t e r v e n t i o n  

Can ;ill tlic i i iccli; i i i isi i is o f  rnoliilc ad Iioc n e t -  
i v o r k s  h e  scl t ' -organirccl? To t h e  h e s t  of' O I I I -  

k n owl c d gc . I h i s  qti e st i o i i  h ;I s ncvc r h c c 11 t ;IC k I c d 
iii ii systcn iat ic  \\ay. Each of t h e  foIlo\ving l iw 
sections i l l t i s t ra tes  t h e  s o l t i i i o n  \vc cn \ - i s ion  for ;I 

s pccil' ic mcch;rn i s m :  ro t i t  ins. mobil it!; manage - 
i i i  c i i  t . C; I ol i ; t l  I'osi t ioii i iig Systc m ( G f'S ) - l r c c  
positioning. iilcciiti\.c to coopci-:ition. a n c l  securi- 
ty. More L1ct;iils c i i i i  h e  I 'ot i i ic l  in 1-11. 

i, 

or scr\'cr. 

PACKET FORWARDING 
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U Figure 1. How AGPF wol-ks when a terminode 
with EUIs lzas some data to send to a terminode 
with EUIIJ and there is no corinectivity along the 
shortest line fioui S to D. S has a path to D given 
by a list of geographical locations called anchored 
poitits {API,  AP2).  First, geoclesic packet for- 
wurditig in the direction of API is used. Afier 
some hops the pucket airives at terniiiiode A 
wliicli j k l s  thnt it is close to API. At A the pocket 
i s  forwnrderl by irsitig geodesic pucket forwardiiig 

~ O I I I C S  lo B (i.e., close to A1'2)2), it starts .seridqy 

c o i i i e ~  1 0  C it } i i i [ l .s  //rot U is TLR-retrcliuble rrrid 
}br?vcrr(/.s /lie p(ickc1 IO D / I J J  / i i c w / i . s  (!f TLR. 

i l l  tile dirL'ctiOr1 0fA1'2. SecOtld,  whet^ the lJUCket 

IIW pucket l o l 4 ~ u l ~ ~ t . s  D. Lust, Ivlrl~rr the pN"kcl 

simply :I triplet o t  gcogriiphic coorrlitiates (longi- 
t title . I a t  i t tide . ;I I t  i t  ndc ) o h  t ;I i nccl . f o r  csa m p1c , 
I>y mc;itis o f  t h e  G I 5  or the GI's-lrcc position- 
ing mcthod tl iscii~scrl later. 

In ;I tcrniinodc iictwoi-k.  two important fac- 
tors :iffcct t he  dcsizii 0 1 '  ;I s o l u t i o n  I'or packet 
routing. 1-it-st. scalabi l i ty is t-cquii-ed. i n  tcrnis o f  
hoth nunihcr oi  nodes  ;incl geographical c(ivcr- 
age. Second, n e t w o r k  iioclcs ai-c iisci- equip-  
iii c i i  I ,  :I nd t l i e  re lo  re iii a y h c  ; iva i  I ii Ill c o ti I y 
spo railica I I y . T h i s  scco nd rcq 11 i re me11 t i mposcs 
sonic  incentive f o r  users t o  cooperate a n c l  l o r -  
w;trd piickcts oti I>chalf of others. A soliition is 
discusscc1 later. 

As ;I c o n s c q i t c i i c c  01' tlie a h o v c  r e q u i r e -  
i i icnts. o u r  solution is clcsigned such that ;I tcr- 
minoclc relics only on itself ancl a small number 
of o t h e r  tcrmirioclcs t o r  packet forwarding. I n  
xiclition, we cope with uncer ta in t y  i n  the nct-  
work by considering multipath routing a s  ;I rule, 
not  ;is a n  csccpt ion.  We use ;I combination o f  
two routing m e t h o d s :  tcrminodc l o c a l  I-outing 
(TLII  ) ;I rid IC I n 1  i rioclc ire ti10 t c 1'011 t i  ng ( T I <  I<). 
I I<lI uses geographic information; i t  is t h e  kc? 
c IC nic ti I 10 I ;IC li ic v i tig sc;i I ah i I i t y :i i i  d red iiced 
dcpcndcncc 011 iiitcrmcdi~ttc systems. However. 
w l i e n  ;I packet gets  close to t h e  des t ina t ion .  
posit i o n  ;I I c r r o  rs ; i n  cI i n c o  ti s is t c 11 t l o c a t  i o n  
i  ri format io ti ca[i t-csii I t i n  rout i ng c r r o r s  and  
l o o p s  i f  locations a r c  usccl f t ) r  making packct 
iorwtirdiiig dccisiotis. ~1'hcrclc)rc. whcii close to 
[lie destination. thc p:ickct forwarding method 
hccoiiiclr T L R .  w h i c h  docs  no[ use locat ion 
informaticin. O n c e  ;I piickct 1i;is I x c i i  I'orwaIclctl 
with  'l.l..lI. t h e  ..doii.t ii\c TlIH" h i t  is set within 
the p ~ i c k c ~  1ic;iclci.. t h u 5  prc\ ,cnt i i ig clowiistrcaiii 
tc-rniiriotlcs f r o n i  irsiiis . I ' R I <  for t h i s  packet .  
.iliis : i \ ,o ids 10011s tluc to tlic cx )n i l> in ; i t i on  01' the 
t ivo Io  u t i  ng m e  t I i o A  

.. 

TERMINODE LOCAL ROUTING 
T L R  allows terminodes to be reached that a r e  
several  wireless hops  away, bu t  is l imited in 
distance and number of hops. T L R  is inspired 
by the Intrazone Routing Protocol ( IARP)  in 
Z R P  [5]. 

W e  say that terminode D is TLR-reachable 
for terminode S i f  S has a means to reach D with 
the TLR protocol. The TLR-reachable area of S 
includes the terminodes whose minimum dis- 
tance in hops from S is at most equal to a local 
radius. The local radius is a measure, in number 
of hops, of the TLR-reachable area. 

Every terminode proactively maintains t h e  
information (EUI, LDA) of the terminodes in its 
TLR-reachable area. TLR uses a distance vector 
routing protocol to send data to TLR-reachable 
destinations, and thus the only addressing infor- 
mation used for packet forwarding is the EUI of 
the destination. 

TERMINODE REMOTE ROUTING 
T R R  allows data  to be sent to rrori-TLR-rectclr- 
nhle destinations. T R R  consists of the lollowing 
elements. 

Anchored Geodesic Packet Forwarding 
(AGPF) 161 - This is ;I mcthod t o  send  data to 
r e m o t e  des t ina t ions .  Unlike T L R ,  A G P F  is 
based solely on locations. 

Whcn S liiis sotlie data  for D and D i s  non- 
TLR-reachable, S f irst discovers LIIAl, using ;I 
mobility nianagcmcnt mcthod dcscrihcd later. 

T h e n  S sends packets I ly geodesic packet l o r -  
warding: the piickct is setit to sonic nciglihor S 
wit h i  n ii trans mission range w hc r e  I he clist :incc 
t o  D is rcduccd the most. ( t i  its turn. S pcrlortiis 
tlie same stcps:  i t  checks  w h c t h e r  D i s  I L R -  
rcachahlc. I f  not,  X scnds the packet by geodesic 
packet forwarding; otherwise. X uses TLII. 

I n  this simplest fcirm, geodesic piickct foi-ward- 
ing often wil l  1101 work. I f  there is i io connectivity 
along the  sliortcst line, the mcthotl fails. 

Our solution to this pi-olllcni is  to use c o i c f r o / : \  
(Fig. I ). An ;inchor is ;I point clcscriliccl l iy  gco- 
g t-:i 13 Ii icii I coo rcl i ii ;it cs; i t  docs not . in gc n e  r;i I .  
correspond t o  any t er m i node locat io ti. A nchol-s 
are  computed by sottrcc nodes using p;ith cliscov- 
c ry  methods.  One such methocl is p r c s c n t c d  
later in tlic article. A sourcc tcrminodc x t d s  ((1 

the packet  ii rou te  vec tor  m a d e  (it' ;I list (it' 
anchors, which i s  tisctl ;IS Ioosc soul-cc t-outing 
information. Uctwccn anchoi-s gcoclesic packet 
lotwarding is cniployctl. Whcn ;I relaying tcrmin- 
ode rcccivcs it packet w i t h  :I route vector (list of 
anchored points). i t  checks whcihcr it is close t o  
the tirst anchor  i t i  the l i s t .  I f  so.  i t  rcmovcs the 
first anchor and scnds i t  t o w a r d  the nest anchor 
o r  the final destination using gcoclcsic p;ickcr 
forwarding. I f  the aiichoi-s ai-c correctly set. the 
packet will arrive at llic destination. 

Friend Assisted Path Discovery (FAPD) - This 
i 5  ;I path discovery t i icthocl I u s c d  on tlic co i i ccp~  
o f  small \vorlrl gr;ipha 171. I t  can hc summarized ;I> 

lollows: A tcrminoilc A kccps ;I l i 3 t  of  tcrminoclc> 
that  i t  c a I l s / i i c ~ r i t l c .  13 is i i  tricncl 01' .;\ i t  

A thinks i t  has ;I good p;itIi to 13. 
A dccidcs t o  keep I <  iii its l is t  <if friciid4. 

In a terminode 

network, two 

important factors 

affect the design 

of a solution for 

packet routing. 

first, scalability is 

required, in terms 

of  both number 

of nodes and 
geographical 

coverage. 

Second, network 

nodes are user 

equipment, and 

therefore maybe 

available only 

sporadically. 
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Figure 2 .  An Excinzple of the sitnulation urea 
that consists of three towns. Terniinodes stuy 
within i r  scope of the sunie town for a certuin 
tiiiniber of niovenzeiits, and then choose ut run- 
doni mother town urea to which they niove. 

A may have ;I good p a t h  t o  B because A c a n  
rcach  B by apply ing TLR,  or becausc A man-  
aged to maintain one or several routc vectors to 
B t h a t  work well .  When A wants to  discover a 
path to dcstination C. A inay require assistance 
1'1-om ;I f r iend  U .  B may try to f i n d  a path to  C 
(perhaps w i th  t l ic help o f  i t s  own friends). I f  B 
finds the desired path i t  returns i t  to  A. A pays 
l o r  the service provided by B in tiirglets. 

W e  v icw a te rminode n c t w o r k  a s  a graph. 
with edges rcprcscnting the friends relation. We 
coiijccttii-e t h a t  this graph I x i s  the properties o f  ;I 
s i i i i i l l  wor ld graph. Small worlcl graphs i irc very 
large graplis that tend to he spai-sc and clustered 
ancl 1i;ivc ;I s m a l l  t l ianictcr 171. I n  ;I small worIcI 
gi-apli. roughly speaking. any two vc r t i ccs  a r c  
l ikcly t o  l ie connected through ii short scqucncc 
o f  intcrniecl iutc vcr t iccs.  Th is  m e a n s  t h a t  a n y  
two tcrniinodcs iirc likcly to he conncctct l  with ;I 
s n i  ii I I n 11 mhe  r 01' i ntc rmcd iat c friends. 

Tc rni i node ircnio tc ro ti t i ng i)r consta 11 t I y mod- 
iliecl by path maintenance. 

A te riii inodc normally attempts t o  in t i  i 11 la in  
several pa ths  (described by route vectors) to any 
single clcst ination of interest to i t ,  and tiscs scv- 
era1 o f  t l icm in parallel. A terminode constantly 
monitors tlic cost of each path: t h e  cost is given 
in t e r m s  ot nuglcts. packet loss. and delay. Other 
factors like rohustncss. ztahility. and security arc 
;11w relevant to [ l i e  cos t  o f  ;I path. This allows ;I 
tcrminoclc to imprclvc paths. and clclctc ohsolcte 
or ni;i1 I 'unct  i o  11 i ng pat lis. I n  addit ion. i niorm ;I- 
t ion  about tlic va lue  o f  t h e  p; i ths i s  t iscd l o r  ;I 
t c r m i n o c l e  to  dcciclc h o w  to sp l i t  t h e  t r a f f i c  
among t h e  mult iple paths t h a t  csist t o  the clcsti- 
nation. A termii iodc sends iiioi-c d;it:i a l o n g  the 
p a t h s  t h a t  give t h e  l e a s t  congestion f ccdh ;~ck  
inl'ormatic)n. 

PERFORMANCE OF TERMINODE ROUTING 
W c  c.:ii-ricd out s i i i i u la t io i i s  ol' tlic TLR ; inc l  I'l<I< 
protocol>. We l iricl'l! csplain I i c r c  tlic moli i l i t !  
iiioclcl ~ i s c d  iii ( r u r  s i i i i t i1 ; i t io i is  and sonic siiiitil;i- 

t ion rc \u l t h .  I..(ir l'tii.tlicr c1ct;iils O I I  t h e  siniula- 
tion\. tlic iiitcrcstccl r~~;rclcr is I-cl'crrcd to 101. 

The simulat ion area i s  composed o f  a num-  
ber o f  regions cal led towns. Inside town areas, 
terminodes move according to  the random way- 
point mobil i ty model. A f te r  a certain number of 
movements within the scope o f  the same town, a 
terminode moves to another town area. Termin- 
odes tha t  move between t o w n  areas simulate 
highways between towns. W e  bel ieve that this 
mobi l i ty  model i s  closer to  a real- l i fe situation 
for a wide-area mobile ad hoc network than the 
random waypoint, since i t  better represents the 
fact that most people move for a certain per iod 
within one area, and then move away to another 
distant area. 

An example  of t h e  m o d e l  o f  a s i m u l a t e d  
area that consists of three towns i s  presented in 
Fig. 2. I f  source and destination are in two di f -  
ferent towns, say, town areas I and 2, the source 
may send d a t a  to the  d e s t i n a t i o n  u s i n g  two 
paths. One i s  thc direct geodesic path that con- 
nccts towns 1 and 2. Another pa th  i s  v ia town 
3, and consists o f  an anchor point i n  the area o f  
town 3. 

I n  [ S ]  a r e  p resented  d e t a i l e d  s i m u l a t i o n  
resii I t s wit 11 SO0 tc rn i  i nodes moving according to 
the m o b i l i t y  m o d e l  dcscr- ihct l  above. These 
resu l t s  show that terminode I-out ing i s  able t o  
dcl ivcr o v e r  80 percent of user data i n  ;I large 
ii  n d 11 i g 11 I y in oh i I e s i  in u I ;it i o  11 c 11 v i  r o  n m e 11 t . 
w 11 c ire t ra d i t  i o  11 a I M A N E T  ro ut i 11 g p ro t o c o  1 s. 
bccausc they are not clesigned for such an envi- 
ronment. x h i c v c  less t1i;iii IO percent delivery. 

MOBILITY MANAGEMENT: 
THE VIRTUAL HOME REGION 

M o h i I i t y ni ;in age ni c n t i s  p c  1-10 rni cd by t h r e  c 
c o m p o n e n t s .  F i r s t .  TI-I< i s  :ihIc t o  ti-ack i i  clcsti- 
nation terminode in tlic vicinity 01' ;I relaying tcr- 
m inode .  Scconcl, LDA m;irl;tgcmcnt i \  pcili~r-~iiccl 
hy tlic mcthod descri l icd hclow: i r  i s  requirecl lo r  
T R l i .  Third. h o s t 5  that arc cng;l~ccl ill ; I  convcr- 
sation kccp track of c x h  othci- uhing ;I ti-Licking 
pi-otocol. no( clcscribccl in tIi1\ ;irticIc. 

The ni;iin ol>jcct ivc 0 1 .  l.l)j\ n1;tnagcnicrit i s  
t o  cl i x t  r ihut c t lie Ioc;i[ ion inf.oi-mat ion inside t l i e  
nctwork in ;I dynamic. scalable.  scci irc. and t'air 
way (i.e.. withotit privileging any node o r  region). 
At the siiiiic t ime. \\e ;ire not  concerned w i t h  
ma i n t a i n i ng t lie csac t Ioci i t  i on  in f n  r mat i o  n . AI I 
w c  require i s  th ; i t  tlic L D A  o f  the destination. 
learned a t  t l i c  soiircc. i s  accurate enough t h a t  
t he p i c  kc t cvcn t ti i i  I I!; i t  r r ivcs ;it sonic tc riii i node 
which finds the dcstin;ition inside i t s  TLI<-rcacli- 
able ;ircii. 

Any  mohi I i ty ni;i n:igcmcri t 
niaiiagci1icnt i s  assigned i n  ;I t 
t o  o n e  or ;I grcitip o f  nodes is in contlict \\.it11 [lie 
sccui-it!, a n c l  the pcci--to-pccr c1i;ir;ictcristics ( 1 1  ;I 
I c 1-111 i n o d e  n e  t w o  r k .  heca II se t he node ( 5 )  I 11 ;I t 
p l ~ y s  tlic manager r o l e  c o u l d  prot i t  1.roni i t s  
position o f  superiorit!. h4orco\;cr-. t l i c .~e  systclns 
;ire not applic;ihlc o n  ;I large ~ c ~ l c  Iicc.;iiisc [hey 
require ;I large a i i i o t in t  0 1 '  coiiiiiiiiiiic.;itioii ;imoiig 
noc1c.i. 

i n t  r o c 1  ticc ;I 11 c u  ;I 1rc.h i t  c c t ~ i  ire 
wl icre tlic inforni;ition ih d!~ii;iniiL~:ill! distributed 
i i i s ic lc  I lie n c i u  o r k .  ; i i i i l  I lie i o i i i  ni  t i  i i  ic;it i o n  
ilivc)l\.c.cI i s  oiil!; d u e  1 0  IJIC ~ 1 ~ ) ; r ; i l l L ~  ( 1 1 -  I - L , I I . I L ' \ ' : I I  

The r e  1'oi.c. 



of location information. T h e  main functions of 
this architecture are: 

Maintaining location information 
Distributing location information inside the 
network 

These functions are  performed in a reliable and 
robust way. 

In this architecture, each node advertises its 
current position (LDA) to a geographical region 
called the virtrin[ home region (VHR).  The VHR 
has a fixed center  CVHR and a variable radius 
that adapts to the density of the area containing 
the VHR, in order to maintain an approximately 
constant number of nodes inside the VHR. 

The fixed center is computed using some pre- 
defined publicly known hash function H.  H is a 
s ta t ic  m a p p i n g  b e t w e e n  t h e  space  of E U I s  
{ E U I , }  and the  geographical space of a termi- 
node  network such tha t  H ( E U I A )  = CVHR for  
each A E {EUZ!}. 

Terminode A does location update by sending 
position advertisements toward its VHR. All ter- 
minodes in A's VHR store the mapping between 
A's EUI and LDA. They act as a management 
system for  A for  t h e  t ime they belong to  A's 
VHR; once they leave it, they lose this role. 

T h e  rad ius  of t h e  V H R  is increased  o r  
decreased if the number of nodes in the VHR is 
inadequate .  This  can  happen  because e i ther  
there arc too niany nodes in the VHR, and the 
management and retrieval of the location infor- 
mation requires too  many communications, or 
there a r c  i i o t  enough nodes, and the system is 
no t  robust. 

When terminode B wants to retrieve the loca- 
t i o n  o f  A (it must know A's EUI). it sends a query 
toward A's V H R  (which can he  computed by B 
siricc ~ l i c  l i a h  function is puhlicly known). Once 
this request is received. the loc;ition information 
0 1 '  A is sent back hy the nodes o f  the VHK o f  A. 
1 his information is used to start communication 
with A. I h r i n g  the communicatioii, A and B rely 
on a dircct system o f  mobility tracking. Figure 3 
illustrates the distribution and retrieval of the 
location informatim in  ;I tcrniinadc network. 

There  a rc  scveriil possible location update  
schemes that can he applied in 21 tcrminode net- 
work. 

The following schemes are proposed lor per- 
sonal communications networks (PCNs) 181 and 
can  b e  used in  ii t e r m i n o d e  ne twork .  I n  t h e  
rinrcr.-hctsccl location update scheme, each termi- 
node periodically sends ii location update to its 
VHR. In  the cli\iii/ic~c-hii.seil update scheme, each 
terminode tracks the distirncc i t  has nioved since 
its l a s t  upda te  a n d  sends its location update  
whenever tlie distance exceeds ii certain thresh- 
old. I n  the prctl ic~ir~, tli.stti~icc-hasetl scheme. tlie 
terminode reports t o  its V H R  both its location 
and velocity. Based on this information and ;I 
mobility pattern. the location o f  the terminode 
can hc prcilictcd. The tcrniinotlc checks its Ioc;i- 
tion pcriodic:illy ;iiid send.; ;I location t~pdatc  t o  
its VH I< wliciicvcr the c1ist:incc bctwc.cn t he  pre- 
dicted 1oc;ition ;ind iis cs;ict location cscccds ttic 
gi\.en tlircsholil. When tcrniiiiodc 13 needs t h e  
locaiion of terminodc A. i t  docs the prediction 
of'  '.\.s I.DA f r o m  tlic iiilormaiion in c\'s VHR.  
In our  current design we  ti^ tlic tlisrtrcic.c,-l,ti.\c.tl 
I O C ; I  I ion upd;rtc schcnic. 

. >  

0 
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Figure 3. An example of the distribution and retrieval of location informa- 
tion. (1) Terminode D periodically sends its position (LDAD) to its VHR. 
When terminode S wants to communicate with D, it j r s t  computes the center 
of the VHR of D as H(EUID) and then sends a request toward the region 
around this point. When this request is received by the terminodes in the VHR 
ofD, (3) LDAD is sent back to S. 

In order  to have robust and self-operating 
management ,  t e rminodes  must coopera te  to  
store location information and serve as tempo- 
rary distributed memory for other  terminodes. 
This may be stimulated by paying nuglets to tlie 
terminodes in the VHR.  The  advantage of this 
approach is that it has a reasonable amount o f  
communications to distribute and retrieve loca- 
tion information,  and n o  central  o r  statically 
defined servers are necessary. 

I n  the proposed solution for niohility man- 
agement, terminode B that needs a location of 
close terminode A may contact ;I potentially dis- 
tant  VtHR of A .  O n e  possible solution to this 
problem is to organize the VHR-based mobility 
management  in a hierarchical way in order  t o  
scale better in a large network. In this solution. 
every terminode would havc several geograplii- 
cally distributed VHRs that contain its location. 
For retrieving location information of another  
terminode, a terminode would contact tlie corre- 
sponding V H R  closest to it. Reference 191 pre- 
sents how to  geographically distribute location 
servers in a large network. 

GPS-FREE POSITIONING 
Terminode positioning is used by every terminode 
to obtain its position. The position o f  ;I terminode 
can tie obtained by means of  the GPS positioning 
method.  However. there  a r e  s i tuat ions where 
GPS is iiot available. This happens. notably when 
the GPS signal is too weak (e.g.. indoor). when i t  
is jammed, or  when 21 GPS receiver must be avoid- 
ed for cost or integriition rcasc)ns. 

I n  this section we hricfly descr ibe the S e l f  
Posit ion i  ng Algorithm ( S PA ) f o r  posit i c) n i  ng of 
terminodes i n  ;I tcrminodc netw)r!i t h i c t  i s  GPS- 
l're c . SPA provides p o s  i  I  i o n  i  n fo rni a1 ion t U tc r - 
ni i nodes in  the sceii a r  ios w he r c an in f r  ;istr uci 11 I-c 
docs not csist ;incl GI's ciiniioi OL' uwd. A c ~ m -  
plctc description o f  SI'A is given in [ I O ! .  
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Figure 4. SPA uses the distances between the terminodes and builds the 
NCS. Lines in Fig. 4a represent the distunces terminodes can obtain by apply- 
ing the TOA method. This is done by rneasuriiig signal propagation time 
between the two neighboring terminodes. Figure 4b shows the NCS. The value 
next to each terminode represents its position within the NCS. 

SPA uses dis tance measurements  between 
terminodes to build the network coordinate sys- 
tem (NCS) (Fig. 4). The time of arrival (TOA)  
[ 111 mcthod  is used to obta in  t h e  d is tance  
between two terminodes. Despite the distance 
measurement  errors  and the motion of ternii- 
nodes, SPA provides sufficient location infornia- 
t ion and  accuracy to sus ta in  basic  ne twork  
functions. For the sake o f  simplicity we present 
S P A  in two d imens ions ,  but  it c a n  easily be 
ex tended  to provide position information in 
thrcc dimensions. 

SPA is per formed a t  e a c h  t c r m i n o d c  and  
consists of the following steps: 

A t c r m i n o d c  nicasurcs  d is tances  to its 
iic ighbors and  sc nds this in form ii t ion t o  211 1 
its neighbors. 
A tcrminodc builds its loco/ coortliiirilr .SJJS-  

i c i i i  (LCS) and computcs thc posi t ions of i t s  
neighbors i n  LCS. 
A tcrminodc computes tlic density factor of 
its / I - h o p  neighborhood (i.c.. tlic number o f  
terminodes i i i  the ii-hop nciglihoi-hood). 

A terminode with the highest density factor 
forms a locatioii rejkrence group (i.e., the  
terminodes in its ni-hop neighborhood) and 
computes  the  center  and direction of the  
NCS. 
All terminodes compute  their  position in 
the NCS. 
Below, we def ine  the  opera t ion  of SPA i n  

more detail. 

LOCAL COORDINATE SYSTEM 
Every te rminode  i def ines  its LCS ( L C S i )  by 
choosing two neighbor terminodes p and 4 such 
that the distance d,,, between p and q is known 
and larger than  zero,  and t h e  terminodes i, 12, 
and q d o  not lay on the same line. Terminode i 
becomes the center of LCS, with the coordinates 
(0,O). The  direction of LCS; is defincd such that 
te rminode  p lays o n  t h e  positive x axis of the  
coordinate system and terminode (1 has a posi- 
tive y component. 

Every terminode i computes positions of its 
neighbors in its LCS,. I f  terminode j is the neigh- 
bor of i ,  p ,  and q (i.e.. the distances [/,., d(/,, d,,, 
are known to i), its position is then computed hy 
t r ia ngu 1 ii t io 11 (;in i n t e rsec t io ii of t h I-ec circles) 
[I 11. This  is illustrateel i n  Fig. 5.  I f  k is not  21 

neighbor  o f p  a n d  q .  i ohta ins  k ' s  position i n  
LCS, by choosing two ncighbors of k whose posi- 
tions in LCS, ;it-c iilrcatly obtained. 

The choice o f p  :ind (/ can he optimized with 
respect to the desired coverage and accui-acy o f  
the algori t h i n .  

NETWORK COORDINATE SYSTEM 
Afte I- h ti ild ing t lie i r LCSs. te rm i  nodes c o m p  ti tc 
thcir tlcnsity factors. 7'11~ tcrminoclc with the  higli- 
est density factor \vi11 "slave" the otlicr tcrminocles 
: inc l  its i i i - h c i p  iieiglihorli~iocl liccomcs ;t (octiriorr 
l . l q i , ~ l , ~ ~ c . r ,  ~ i ~ o ~ ~ ~ l  (LIIC) ( I t  tilt 11ct\\#oI-k. -i-ilc ~ ~ 1 1 t c r  
; i n c l  r l ircction of the NCS ; I I -C  111ci1 c o m p ~ ~ f c d  21s 
thc gconictric ccntcr 01 the ~crniinoclcs i n  LRG 
arid t he  average of the clii-cc1ionh ol. tlicir coordi- 
nate systems. respectively. Tliis inloi-mat ion is then 
1iro1xigated to tlic tei-iiiiiiorlcs i i i  t h e  nct\voIk. ; ind 
they computc tlicir p o h i l i o n  in NCS. 

PERFORMANCE OF THE 

SELF POSITIONING ALGORITHM 
AND LIMITATIONS 

We have e v a l  t i ~ i i c c l  SPA. ;I l id  dcta i  I c d  pei- for-  
ni;incc resu l ts  c ; i n  l ie  l o u n c l  i i i  I l ( l ] .  i\ i iclwork ot 
tcrmiiiocics is i~cp i -csc i i ter l  l iy  :I gi;iph C;,,. w11c1-e 
vertices cor i -cspi i id IO tcrni inot lc~ ;iiid ;in edge 
exists lict\vc.cn ;I p i i i -  of tcriiiincirlc~ i t  1I1cy arc iii 

gr i i  p li C; ;,',$. \v 11 c I'C vc r t i cc s e o  1- 1-c s po 11 d t c I t c I' - 
minoclcs a n d  ; in  cdgc  exists I i c t w c c n  ;I I x i i i -  0 1 '  
t c ri i i  i iiodcs i I t hey can pi-~ipi ig:~ I c t lie i ii lo rii1:i- 

t ion ; i l x iu t  thc NCS t o  c;icIi orher. W e  ohsci-\.c 
tlic celgc cciniicc1ivity c i f  tlicsc graphs. k i n g  the 
iiii 11 i  111 11 m 11 II mlici- o f  edges w l i ~ s c  rcnio\J;11 tr011i 
;I gi-apli make ;I $i-;i1ili di~coi incctet l .  l'lic edge 
connectivity (it' (;:, i s  liere rcteri-cd io ;IS tlic coi l-  
nectivi~y 0 1  tlic tcrmin~itlc iictnci1-k. and tlic cclgc 
cciniiccti\.it! o f  (;c;,3,, is I c f c i -~ . cd  to ;IS t he  c o n -  
ncctivit!, 01' SPA.  

C'lcsarly. the coiincctivir!; o f  SI';\ \vi11 al\v:iys 
lie stii:illcr. cir cqti:tl i c )  11i;iI 01. I I I C  ~ci- i i i i i iodc IIL'I- 

C i l C h  otI1cr's p(i\\'cr I-;lngc. wc collslrucl anc l l l l c~r  
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work. In the ideal case, the  information about  
t h e  NCS would b e  propagated  between each  
pair of nodes in each other's power range, and 
thus the node connectivity and SPA connectivity 
would be equal. The  connectivity of SPA there- 
fore shows the sensitivity of SPA to the given 
connectivity of the network. 

Figure 6 illustrates the network connectivity 
and the connectivity of SPA for a randomly gen- 
erated network of terminodes. In this example, 
for the chosen power range network connectivity 
is clearly higher  t h a n  SPA connectivity. T h e  
example also indicates and o u r  results in [ lo]  
further show that not very high network connec- 
tivity ensures that the SPA connectivity remains 
larger than zero. 

T h e  accuracy of t h e  posi t ions obtained by 
SPA strongly depends on  the distance measure- 
ments and on the speed of movement of termin- 
odes.  Higher  speeds  of terminodes introduce 
additional errors, and the positions of termin- 
odes need to be frequently recomputed. Inaccu- 
r a t e  pos i t ions  of t e r m i n o d e s  have negat ive 
impact o n  the  performance of the  packet for-  
warding algorithm in a terminode network. 

INCENTIVE FOR COOPERATION 
I n  a terminode network, (111 networking services 
a r e  provided by thc  te rminodes  themselves .  
However. service provision is not in the interest 
of terminodes ( o r .  more precisely, their users), 
becausc it consumes energy (reduces battery 
lifetime) without any direct advantages. Thcre- 
fore, tcrniinodcs ( thcir  users) may tend to be 
selfish: they use scrviccs provided by others, but 
do  not want to provide services to the comniu- 
n i iy . '  Clc;trly. sclf'ish icrminodes may hinder 
t lie f t i  nct io n i  ng o 1 t I1 c ne two r k coni pl e t e ly. 
The re lore . i i  sr i i i i  ti 1 alion nicc ha 11 ism is rcq u i  rcd 
tha t  c n c o u r ; ~ s c s  users t o  provide services t o  
each other. 

So far. wireless mobile :id hoc networks have 
he e n e nvisio 11 e d 111 ;I i  11 I y f o r  mi I  i  t  ii ry a p p I i  cii t io n s 
and crisis situations (e.g.. i n  rcsciie operations). 
I n  hotli cases .  t h e  users  of the  network ;ire 
ass u nied t o  be Io ng to t hc s a  me ad m in is t r a  t io n 
authority (e.g.. t o  the same platoon or rescue 
team), and thus naturally motivated to cooper- 
ate. In terminode nctworks this assumption does 
not hold, because each user can be considered to 
be ;I distinct administration authority with selfish 
objectives. 

O u r  a p p r o a c h  to  solve this  problem a n d  
s t imulate  te rminodes  to coopere  is based on 
the introduction o f  :I virtual currency. which we 
cal l  nugle t s .  a n d  m e c h a n i s m s  for  
c h a rg i  ngirew ard i  ng se rvicr usageiprov is ion. We 
ass  u in c t 11 11 t t ti e t e r in i  no  d e  hardware  co m e s 
with an initial stock 0 1  ntiglcts. which have  no 
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Ip Figure 6.  An example of (a)  network connectivity and (h) SPA connectivity 
for a network of 400 terminodes with a power range of I10 m arid a node den- 
sity of 400 terminodeslkm2. 

monetary  value and  can only be used within 
terminode networks. T h e  natural idea is that  
terminodes must pay for a service to those ter- 
minodes that provided the service. This makes 
nuglets indispensable for using the  network;  
thus ,  each  ( r a t i o n a l )  user  is i n t e r e s t e d  in 
increasing h e r  stock of ntiglcts. T h e  exclusive 
way to achieve this is to provide scrviccs to the 
community. In the sequel we illustrate this idea 
on a specific example: chargingircwiirdiiig the 
packet forwarding service. 

Packet forwarding can be paid by either the 
originator or  the destination of the packet. We 
call the approach in which t he  originator pays 
the pncket purse mode l .  [ i i  this model. the ser- 
vice charge i s  distributed among tlic torwarding 
terminodes in the following way. Whcn sending 
tlic packet, the originator loads i t  w i t h  ;I n u n -  
bcr of nuglets sufficient to reach tlic dcstiriii- 
tion. Each forwarding terminode acquires sonic 
nuglets from the packet and thus increases \lie 
s tock  of i ts  nugle t s .  The exac t  n u m b e r  of 
nuglets taken from the packet niay depend on 
many things, including the  cost of forwarding 
(in terms of battery power) ,  the ctirrcnt batter!! 
status of the forwarding terminode. and its cur- 
rent  number  of nuglets. I f  21 packet docs  not 
have enough nuglets to be forwarded. it is dis- 
carded .  Figure 7 i l lustrates  the packet  purse 
model. 

T h e  main advantage o f  this model. besides 
stimulating cooperation among the term inodcs. 
is thii t  i t  niay also deter users from sending tisc- 
less data and overloadins tlic network. The main 
disadvantage is that i t  might be difficult to esti- 
niatc the number of nuglets rcquired t o  reach ;I 
given destination. 

This latter problem is overcome in the pickei 
rrutle n~ode l  where the destiniition pays tor  t h e  
packet  forwarding.  I n  this model  the packet  
does n o t  carry nuglets. but is traded t u r  nuglcts 
by forw:irding tcrniiiiodcs. Each I'urw;irding tcr- 
minode "buys" i t  f rom tlic previous o n e  f o r  
sonic nugIets.' ;ind "~ (c l I s "  i t  to t h e  nest one (01- 

to the  d e s t i n a t i o n )  lo r  niorc ntiglcts rhan i t  
paid. In this \ \ay.  c:ich I'or\\arding n[>cie iiicre;is- 
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.@ Figure 7.  In the packet purse model, the packet is loaded with nuglets by the 
originator. Forwarding terminodes take some nuglets out of the packet as I I  

reward for ihe packet forwarding service h e y  provide. I n  the , f i g roq  the 1ir i171-  

bers beside ihe terminodes represent their current stock of'nirg1et.r (11). When 
sericlirig a packer to G, A loads 30 rtuglets in ii (6) .  Foiwartlirig terinirlot1c.s C 
arid E theti take 5 (c) and 12 (cl) nuglels ou1 ofthe pricket, xspectiwly. 

es  its number of nuglets, and the total cost of 
forwarding ii packet is covered by tlic dcstina- 
tion of the packet. 

Besides relieving the originator o f  estimating 
the number of nuglets that would be required to 
deliver a packet, another advantage of this model 
is that it is better suited for multicast coninitin- 
cii t i o n s. A d is ii d va n t age is t h ii t t h is it p p r o ii c h 
does not deter users from flooding the network. 

Clearly, the models described above must bc 
secured and protected against various at tacks.  
The basic problems to be solvcd are related tu  
nuglct forgery, protection oc the integrity uf the 
packct purse (in the packet purse model) ,  a n d  
the fair exchange o f  packcts for nuglcts (in the 
packet trade model). Protcction may  h e  hasccl 
on t Ii e ii p p I i ca t ion of ;I t U m pe I-- res i s t ;I 11 t 11 i i  I c I  - 
w;irc module i n  each tcrminode. wh ich  can  hc  
used for tlie management of nuglcts and crypto- 
graphic coding o f  messages [ 121. The challcngc 
is to find a trade-off between t he  rohustncss of 
tlie solution a n c l  its efficiency: foi-\vartling a sin- 
gle packct should not require complex crypto- 
g r ii p h i c p r o  I oco  I s and  11 e av y e o  i i i  p u t ii t io i i  :i I 
effort. hecause the cost of these may we l l  cscecd 
tlic value of thc service. 

I n  order to sec tlic cffccts of tlic introduction 
of t h e  charging models on thc pcrf'ormancc o f  
the network, we conductcd appropriate >iiiiuIa- 
t ions.  W e  coniparcd t h e  t l irotrgliptit of  t h e  
Scodcsic packet 1'orw;ircling algorithm dcscrihct l  
in ; i n  earlier sec t i on  to t l ic tlii-oiigliptit t h e  net- 
w o r k  ;ichicvcs wlicn t h i s  algorithm is cstcntlcd 
with t h e  packet ptirsc modcl. Wc siiiitilatctl two 
versions o! tlic p;ickct purse model: OIIC in wliicli 
e;ich foi-wa rd  i iig t e  rni i iioclc ;icq U i res ;I c( i n s t a  ii t 
numhcr of iitiglcts. fisccl hy  llw ori$iiiitoi.. l'roiii 
t l i c  p : i c k c ~  p u r s e  ( I ' I ' M  \\,i!li f i x c c l  p e r - h o p  
cliiirgcs). a i i c l  ;iiiothcr iii \v l i ic l i  t l i c  Iliiliilici. 0 1 .  
nuglcts chargcd hy tlic l 'or\\~:ii~diiig tL . r i i i i i i ock ,5  i\ 
t l c tc r in i i i c~ l  hop liy Iiop u z i i i s  :iuc,tiol)iii: pi-iiici- 

ples (PPM with auctions).  Figure 8 shows the 
results we obtained for various initial battery lev- 
els. As expected, the throughput decreases when 
the PPMs arc used, since in this case packets can 
be dropped by forwarding terminodes due to the 
low value of tlic packet purse or the fixed per- 
hop charge. However, except for very low battery 
Icvels, the difference among tlic performance of 
the three algorithms is n c ~ t  significant (Icss than 5 
percent). For further details on tlie simulations. 
the interested rcader is referred to [ 131. 

SECURITY 
Security in networks (including wireless mobile 
ad hoc networks) is concerned with confidential- 
ity and integrity of information, as  well as legiti- 
mate use and availability of services. Although 
the security concerns remain the same, there are 
certain limitations in wireless mobile networks 
that a re  not typically found in fixed networks, 
and make security problems more complex: 

Mobile ad hoc networks do not have central- 
ized monitoring and/or management points. 
Bccausc of node mobility, tlie topology of 
the  network changcs dynamically: the nodes 
arc often spmdically connected. 
T h e  noclcs communiciitc vi21 wireless links. 
wliicli c;in he eavesdropped easily. 
The nodes arc often ha t tc r~-powcrcd~ there- 
fore , coiiiiiiti i i  icat i o n  ii nd coni pu t i ng costs 
should be rcduccd. 
1-lccausc of  their pliysiciil c1i;iractcristics. t l ic 
nodes h a v e  I i i i i  i t  ccl c o m p  ut ing po\vc I- ( c c  1.- 

tainlv less t1i;in nonmobile devices). 
The node5 c't i i i  he p l i y ~ i c ; i l l y  c;iptiii-cd ; i n c l  
coni  17 rani isccl. ti i i  I i k c  i 11 l ' i xcd i ic twor hs. 
wlicre cri t ical devices (e.g.. r o u t c r ~ )  c;in h e  
locked i i i  "s;ifc rooi i is , ' .  
A I ' u i i c Iamcn ta I  too l  I O  ;iclii 

sec ti ir i t y 0b.j cct ivcs i 5 c i - y l ~  tog t r i i  pli y. cl-y[J t ogi~il- 
p I i  y i s  i i i  d i spc i i  s a  Ii I C  t o  e<\ 11 l i  d c 11 t i  a1 i t  y ii i i  d 
i 11 I cg ri t y protect io 11 o I' i ii l o  1-111 ;I t i o n. ;I nd ;I l s o  
usecl i  11 niccIi;iii isms t1i;i I c iisu re lcgi t i mate use 
o I' se  rvicc s ( e.?.. ;i  ti I Iic n t ic;i t ion p r o t o c o  I s ) .  

111 i nod c n e  t W O  I- k i s  ni ;I 11 ;I gc 111 c 11 t of c r y p t o  - 
graphic k e y .  

Si ncc t c  rn i  in odes ;ire mohi I C .  I lie i I' i n t c  rat- 
t ions i i  re s p o n t  a iico us ;i lid 11 11 p recl ict ah IC. w I1 icli 
makes public kc? cr?;im)Sr;ipliy niorc q7pi-opi-i;itc 
i 11 t Ii is se t I i iig t ha ii e o  11 vc 11 t io 11 ;I I c r y   tog^ 13 t i  y . 
-l'hc. most  \vide& ;icccptcd solution (01 the public 
kcv m;inagcnicnt I i roblci i i  I\ I i a c c l  o i i  ptihlic kc! 
c c  I t  i fica t e s i ss  U e CI h y ( o f f l  i 11 c c c  r t  i l'i cii I ion 
;I t i t  1iot.i t i cs  a n d  cl i s t  r i b  U 1 et1 via  (on I i i ic  ) cc r t  i l ' i- 
catc directories. Unl 'cirtunatcly.  (lie application 
c)t' ce r t i f i ca t i on  :iutlioi-itic5 ; inc l  eel-tificatc direc- 
to i - i cs  contr:icIict\ t I ic zclf ' -ol.g~inizccl j  a n d  scIt- 
opcr;itcd fc;iturcs of' ;I tci-ni i i iodc network. 

'I 'llC cllallcllge o f  Llsillg cryptogr;ip11y ill ;I tel.- 



O n e  possible approach  to solving t h e  key 
m a n a g e m e n t  p r o b l e m  may b c  based on  t h e  
replacement  of cer t i f icat ion authori t ies  with 
communities of users ( a  PGP-like solution [ 141) 
and the distribution of the certificate directory 
funct ion among  t h e  terminodes ( a  VHR-like 
solution). Another approach may be to adopt a 
sys t e ni that in1 111 ic i t I y gu a ra ii t ecs t he a u t  h en t ic i - 
ty of public keys. such as identity-based systems 
1151 and those using implicitly certified keys 
[ 161; however, this kind of solution s t i l l  requires 
a trusted authority, at least at system initializa- 
tion. We are investigating a way to provide pub- 
lic key cryptography in a totally self-organized 
manner. 

CON CL US io N 
We present a global description of some aspects 
of the  Terminodes project. More specifically, it 
can be described at three levels of abstraction. 

At the most concrete level, terminodes are a 
technical chal lenge in the general  domain of 
mobile ad hoc nctworks. We present a global 
d c s ign o f  ;I t e r ni i n  o d e net w c) r k .  S c I f -o  rg ;I n i  z c d 
ro  u t i  n g, I oca t ion iii  ii n ii gc ni e n t , G PS- I c ss pos i  - 
tioning, ancl niiglets a re  o u r  main ingredicnts. 
The comhina t ion 0 1  a piih I ic cnvirontiicn t with 
tlic absence o f  ;in operator p w x  :I nuiiihcr o f  
challenges; we hwe  showii how our glohal design 
addresses them h y  focusing on self-org~inizalion. 
A rciiiark:thlc feature ot' terminodes is thc pres- 
ciicc o f  nuglcrs: they arc iiscd iis the basis fo r  
inciting users to cooperate. ;ind ;IS ;I congestion 
C O  n t rol niech i i  n ism for d iscovc ry ;I nd  r o  t i t i  ng 
nicclianisnis. We have focused i n  this article on 
tlic most hasic cleniciits o f  ;I tcrniinodc iiil'ra- 
sti-ucttirc, nii i inly thoac rcliitcd to t he  network 
laycr. roughly speaking. There ;ire many o ther  
i n i po i - t i t i i t  t op i cs  i n  the terminode project that  
\vc d o  not :rddrcss i n  this  ;irticlc. One is t h e  
o rg:\ 11 i za t ion o f  soft w a re :in d coni po n c ii I s. Se I f -  
organization c ~ i i  hc \sicwed ;is ;I f o r m  of coiiipc- 
t i t  ion. and i i  t c I-m i node compo ne  i i  t  m a y  Ixcoiiie 
ohsolctc simply I~cc;iusc iiiorc eff icient o n e s  exist 
which ai-c more ;ibtc to gci  the m o a t  utility out 
o f  t he  network. Thus. ;ill of o u r  coniIx) i icnts arc 

modif'icd ;IS they hcconic ohsolcte. Second, tcr- 
iii i notlc ;I pp I  ica t io i i  s ii rc ;I way to c o n  t  i  i i  tic t he  
p a t h  opened tip Iy Internet peer-to-peer coni -  
p U t i  ng ; ip  p I ica t io 11s s tic h ; ts G n ti tc I I :\: ne two r k 
c r aw I i  n g. se ;L IC h f o  I i i i  fo riii 11 t ion re so u rcc s. ;I lid 
Iiighwiiy traffic jnm iilcrts arc just ;I fcw csani-  
plcs. A key t'c;ltiii.c uf all o u r  desigil i s  sclf-orga- 
i i i za t ion .  While thi5 teiids to  ni;ikc the design 
consi clc i.ahl!; nio 1-c coni pl ex. wc 1x1 i 
hciicfits i n  terms o f  rohustncss a n d  case of tisc 
h;ivc thc  potcnti;il t o  change i h c  w a y  i i i  which 
\\.e t h i n k  of nctu'orks tind inlorination systems. 

At  1 lie i  i i t  ci-nictli ;itc lc\~cl. ici-mi nodes ;I re ;in 
intcllcc~u;iI xtiiiiulus: i n  o t l ic i -  \vorclx. they arc ;I 
\\;I! to I u c I  c.i-ciitivity i n  o rder  to itlcntify iicw 
Icsc:ii.ch clia I I C  nscs .  An csari ip le c i f  :I q i i c h t  io i i  

:tIi-c:id!~ gciici-;irccl i h  ' . l - l c i \ ~  d<i \vc define ;I f{ir- 
nxtl iiioticl 1~ Liir cxcli;ingc'!.' 

; \ I  llic h ighes t  Ic\,cl CIL' ; i l ) h t r : i c t i o i i .  icrmiii- 
ode' :ire ;I s l ) c i ~ l ~ i l / ~ ~ l ) l i t i L . ~ i l  isioii. in \vli ich tlic 
LI I i i ni ; i I c' ; I  i iii 01. h c  I I.-() rg;i n i zc'c 
co  i i  > i d c rc d .  I n c l  C' c d .  wc I ) C , I  i 

n l o d L 1 I C S  t h a l  c;in I>c upgradcd  o r  completely 
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rcse ii rc h sho u I d CO n t a i  i i  ;I d i ni c n s io n t 11 ;I t goes 
hcyond purely technical questions. 
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ERRATA 
In  the a r t i c l e  by L h y d  Wood e/ al. e n t i t l e d  "Effects on TCP of 

outing Strategies in Satcl l i te Conste l la t ions , "  which a p p e a r e d  i n  
e March 2001 issuc o f  IEEE Cot?znzutzicalions M u g m i n e  (pg. 
'2), p o r t i o n s  of Figs. 3 a n d  5 were reproduced incorrectly. Those 
)rtions are reproduced here as they should have appeared. 
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